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Welcome to pfSense

Boot Multi user [Enterl
Boot Single user

Ezcape to loader prompt
Reboot

Cons: Serial

Options:
6. Kernel: defaultrskernel (1 of 1)
?. Boot Options

fiutoboot in O seconds. [Spacel to pause

oading kernel...
boot-kernel kernel text=0x1a5f37c
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Copyright and distribution notice
Copyright and Trademark NHotices.

Copyright(c) 2004-2016. Electric Sheep Fencing, LLC ("ESF").
All Rights Reserved.

Copyright(c) 2014-2022. Rubicon Communications, LLC d-sbra Metgate
("Netgate").
All Rights Reserved.

fill logos, text, and content of ESF and-sor Netgate, including underlying
HTML code., designs, and graphics used and-sor depicted herein are
protected under United States and international copyright and trademark
laws and treaties, and may not be used or reproduced without the prior
express written permission of ESF and/or Netgate.

"pfSense"” is a registered trademark of ESF, exclusively licensed to
Netgate, and may not be used without the prior express written
permission of ESF and-sor Netgate. All other trademarks shown herein are
owned by the respective companies or persons indicated.
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<jccept >

B INSTALL

We lcome
Welcome to pf3enset

Install Install pfSense

Rescue Shell Launch a shell for rescue operations
Recover config.xml Recowver config.xml from a previous install

<Cancel>
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>> Continue with default keymap
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JEUFS BIOS , Fria] % UFS-UEFI

uto (UFS) BIOSEMGuided Disk 3Setup using BIDS boot method

REBOOT
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SIGN IN

admin
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WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup /

pfSense Setup

Welcome to pfSense® software!
This wizard will provide guidance through the initial configuration of pfSense.
The wizard may be stopped at any time by clicking the loge image at the top of the screen.

pfSense® software is developed and maintained by Netgate®

AT
irtualBox Virtual Machine - Netgate Device ID: ?54d8ac539448d1d4e?73

=% Welcome to pfSense 2.6.0-RELEASE (amdb64) on pfSenze ===

WAN (wan) -» em@ -> v4,DHCP4: 192.168.111.110-24
LAN (lan) -> eml -> vi: 192.168.1.1-24

Logout (S3H only) 9) pfTop
fissign Interfaces 10) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pf3Sense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

nter an option:

ASNEATRE
Hostname:pfs
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Firewall ~

OMMUNITY EDITION

Aliases
Firewall / Aliases/ IP NAT
Rules
IP Ports URLs All Schedules

Traffic Shaper

Firewall Aliases IP Virtual IPs

Name Values [

Firewall / Aliases/ Edit

Properties

Name CPIC

The name of the alias may only consist of the characters "a-z, A-Z, 0-9 and _".

Description CEIC

A description may be entered here for administrative reference (not parsed).
Type Host(s) v

Host(s)

Hint Enter as many hosts as desired. Hosts must be specified by their IP address
re-resolved and updated. If multiple I1Ps are returned by a DNS query, all are us
as 192.168.1.16/28 may also be entered and a list of individual IP addresses

PorFQDN | 220.128.126.132 ' Description

Firewall\Rules 3&N{5{EIP (CPIC)
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Edit Firewall Rule

Action Pass v

Choese what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender
whereas with block the packet is dropped silently. In either case, the original packet is discarded

Disabled (] Disable this rule

Set this option to disable this rule without removing it from the list.

Interface WAN v

Choose the interface from which packets must come to match this rule

Address Family IPvd v

Select the Internet Protocol version this rule applies to.

Protocol | Any v |

Choose which IP protocol this rule should match.

Source [ Invert match Single host or alias ~ CPIC /

Destination

Destination [ Invert match any hd Destination Address f

Extra Options

Log [ Log packets that are handled by this rule

Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog serve
the Status: System Logs: Settings page).

Description

A description may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the fire
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